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WanN1sYaDuQuU Global Cybersecurity Index (GCI) 2020 HSaasUAMUUUAvUananulsluoslan lag ITU
2020 m 2018
(169 Uszuna) (155 Uszine)
Year 2020 Singapore Malaysia Indonesia Vietnam Philippines
Legal 20.0 20.0 18.5 20.0 19.1 20.0
Technical 19.5 19.1 19.1 163 ;15{ 13.0
Organizational 19.0 19.0 17.8 19.0 176 11.9
Capacity -
20.0 20.0 19.5 19.3 2 168§ 127
Development o T N~
Cooperative 20.0 20.0 20.0 20.0 173 19.4
98.5 98.1 949 94.6 865 77.0
\ SINGAPORE MALAYSIA INDONESIA VIETNAM THAILAND PHILIPPINES /
4 \
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Worldwide Digital Transformation

IDC FutureScape: Worldwide Digital Transformation 2022 Top 10 Predictions

Digital transformation trends & predictions for 2022

Analy ' A
Decarbonization ' S
Double-Digit .
and Digral Low-code/no-code tools & data use, data fabric
Investment
Growth o Cloud-native tools / multi-cloud / Xaas

Higher

Cyber- ty & privacy

Remote & hybrid work

Digital Dream

Automation & hyper-automat

Digital Teams Automation & hyper-automation

Resiliency I Customer experience (CX) improvements
Automating

Enterprises and
ECosystems Increased investment in digital transformation

Physically
Y .)‘ Digital leadership (CEOs, CIOs, EAs)
Architecting
Digita AR, VR & metaverse

Agility & autonomic systems

1oT & edge computing
Business model reinvention / recovery from failed projects
Digital

Composable apps & businesses

3

COST/COMPLEXITY TO ADDRESS

i orchio f
Digital GDP Enculturation and Leadership for
Rules Empowerment Digita Blockchain, crypto, smart contracts & NFTs
Resiliency Employee experience rovements

Dig tal ROl and Decarbonisation, su bility & ESG
Qutcomes APIs, services & events

Regulation & compliance

Lower
Partnerships, M&A activity

2022 2023 2024 2025 2026 2027
Digital resilience

PREDICTION TIMING

Digital revenue & payments
Note: Marker number refers only to the order the prediction appears in the document and does not indicate rank or importance, Open-source technology
unless otherwise noted in the Executive Summary. o bt
Autonomous vehicles

Source: IDC, 2021 0

Source: https://www.zdnet.com/article/digitaI—transformation—in—2022—and-beyond-these—ar;a—tﬁie»ﬂkgyvtxren:as/% 1
https://www.linkedin.com/pulse/worldwide-digital-transformation-predictions-2022-mehmet-mu%C5%9Ftal%C4%B1/



COVID-19 Hindsight

Risks that worsened the most since the start of the COVID-19 crisis

I Economic Il Environmental Geopolitical Ml Societal Ml Technological

Social cohesion erosion
Livelihood crises
Climate action failure
Mental health deterioration
Extreme weather

_Debt crises

]

L
Infectious diseases
Digital inequality
Backlash against science
Biodiversity loss
Geoeconomic confrontations
Human environmental damage
Youth disillusionment
Interstate relations fracture
Prolonged stagnation
Asset bubble burst
Social security collapse
Involuntary migration

Adverse tech advances

Reference: World Economic Forum - The Global Risks Report 2022

wUDUUAYANAIUNIVIBLUDS

“Cybersecurity failures”
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Global Risks Horizon

When will risks become a critical threat to the world?

W Economic Il Environmental

0-2 years

Extreme weather
Livelihood crises
Climate action failure
Social cohesion erosion
Infectious diseases

Mental health deterioration

I Geopolitical

of respor

31.1%
30.4%
27.5%
27.5%
26.4%

26.1%

Il Societal I Technological

Climate action failure 35.7%
Extreme weather 34.6%

Social cohesion erosion 23.0%

Debt crises 19.0%
2-5 years

Human environmental damage 16.4%

Cybersecurity failure

Geoeconomic confrontations 14.8%

Debt crises
Digital inequality

Asset bubble burst

19.3%

18.2%

14.2%

Cybersecurity failure 14.6%

Biodiversity loss 13.5%

Liveihood crises 201% [ N
Asset bubble burst 12.7% _

Source: https://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2022.pdf



aaanistvviu Internet uovus:=tnATNY

Social Media ASDVAUQU 1

iSouodulau (e-Learning)
nauunda Top 10 tusau 3 U

=Q o] ! O

=
15 Social Media alnsriad/gnau/axtiv/ AurKdoua _ dado
woiwavoaulau Joansooulau

953 % 85.0% 82.2% 77.8%

b > €

IUIND/UNAIIL/KUDSD Suudoulad Idunuy rssnssu

soaum i NAD , 3 )
21annsalng (e-Book) (e-Learning) ooulau momsidudaulau

aoulad

67.3% 64.2% 57.5% 56.8% 56.5%

EIRA | Gy e




yan1sdu

IFASUYNYadNa

U 2560-2564e

2564e 2,098,627 (2564¢)
2,112,363 (2564e)

1,847,164 (2563)
2,007,347 (2562)
1,744,618 (2561)
581 1,747,880 (2561)
1,395,095 (2560)

(KUDE
duun) 0
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USE OF BANKING 4./ @ -
AND FINANCIAL | — —
SERVICES APPS

Thailand
South Africa
Poland
Ireland

B Thagguwos 1

64% 28\)—“.] Mobile Banking
o uinAgatulan

b 7% AsoVUWBUU 3 dugdou
Singapore [ 558%

Malaysia FE ] 55.7% L - ;
Sweden [ 55.4% 68.1% UDVKIGBULNDSLUODNY 16-64 U
South Korea [ 39y, UDNIIWIALUIUNISIEVIU Application nntdau
UK T 53.3%

Source: Digital 2021 Report BANGKOK POST GRAPHICS

Credit: Bangkok Post
Link: https://www.bangkokpost.com/tech/2062199/thai-internet-users-keep-up-top-banking-app-usage-streak 16
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2015 | 2021

5 £ o ST
$445 Billion $2.2 Trillion $10.5 Trillion
(Minau) (fau)  wWodu 5 i) (A uanu)

SudUUS=LANRAaIHASSUADNTIUEN1OTBLUDSFVFQ (%)

I
| BANK |
|
1 AANISIOULA:NISSUIAIS 2. MAMSKWAQ 3. MAWEVVIU 4. mAMsAMUan 5. ANAUSAIS
23% 17.7% M1% 10.2%

8.7% .

Sources: Cybersecurity Ventures, IBM Security 2021
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Bronze Night 2007
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Stuxnet worm - World first digital weapon 2009

anuy

- 2009 Stuxnet worm UaudSWLAUTOUE
- S:uuU SCADA - World flrst digital

~ Wweapon -

* Onmswawwetud 2010 Zuswa 18O
LNYIAU Stuxnet worm uciANQIIDNAS
t3uaudstuiaoucd 2005 s:uu SCADA
(Supervisory Control & Acquisition
Data) yovolsvvulwwhldinagsSuav

~ dHswpalvuddulawisanmviula

« UNJLASI:HLEDIT Stuxnet worm QAN
wouunavuc 2005 Tagoaasitoa ua:lasu
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Vulnerability  digital vulnerability TCP connection
research cerlificates Windows 1 Other zero on port 80 with
server service day exploits CnC server
g 010101 ﬂ_ vulnerability e
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L= _ /B ], - Action
=g sgwmﬂ o wos  HITZ - canFTBER STAGE 1 V) R l STAGE 3 l ] il STAGE 5 1 TH on
!mm o ‘ mm ;: . s:cunm g Fu" Reconnaisance Delivery Installation | Objective
NUCLEAR'~ €3 T anca S5 mr-u-; e TAGE 4 STAGE 6
CYBER § memy " w= ARRESTS STAGE 2 STAG
g E w MICROSOFT L ¥ Weaponization Exploitation CcnC ﬁ:\_\ T
CYBER - mq' pn ol
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Social Impair Fingerprint =
1.
engineering Replication through Defnoes. Cascad® |
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'POWER GRID . T owi ?
CYBER ATTACK =

SUCSriL Ik LNe St yower grid Ve

WJuns $9NNUd1 First known cyber attack to the power grid udnnasawisa
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remote desktop application TeamViewer
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GOALS: Confidentiality, Integrity Availability /Security, Functionality, Usability
Governance, Risk, Compliance : NIST, ISO 27001
PPT:
PEOPLE: SKA: Skill, Knowledge, Ability, ETA: Education, Training, Awareness,
MICE: Money, Ideology, Coercion, Ego
PROCESS: Policy, Regulation, Procedure, Cyber Drill+Practice
Technology: Identity and Access Management, Fire Wall,

SIEM: Security information and event management, SOAR: Security Orchestration, Automation and
Response, EDR: Endpoint Detection and Response , Intrusion Detection System, Intrusion Prevention

System, etc

NIST Cybersecurity Framework
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1.1

1.2

LHUN15ASIEBUAUANULUAIUanN 8 leuas

finsnsrasausuauiiuaslasnsieleiuasinegnsiadauiuanulunlasnduasauma Nelaednsrasauniely wislaegnsianaudasy
neuen ageestaz 1 (i) ATY lnglivaulunvaenIInsIaHaU fell

1.1.1 N32UIUNSINNLasNaNITIATIEINANTENUNNGINT (Business Impact Analysis: BIA)

1.1.2 U3N159 5’1 °JEIQJ, ‘WU'JEN’]U‘U‘ENiﬁ wavnieay Cll WJusvesagldusnng

%

1.1.3 nsufuisnunsesinygad wasuszinasuimisuifiluasnanuiuale o Magatesiulssaiawummauful 11nsgiunsufumnnu wuash nu.
UsgnAfinun

Mg Cll finsdndanaaguieumMsassdeuinuanuduasuaanadiglauasfediinamunigluiivun 30 (enudu) Juduuddunaniivnisuad
wsamuiinmualiluains 54 nieunsdsdunlinissauaiuauvsaninugus
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1 WAUNNSASAFUATUAMNNLUASUABAAY YL UDS (519)

1.3 Tunsdiinsasrasauaniunsnielduinst 54 ssynishivfifanude 17.1 Vuus nna. azszuiluaneanealinysiluegnedu ey Cll de
wrunsAndunsuAlulugs anuy. aeluivue 30 (Eudv) Jutivudainduilasusnenunsasadaulasurunisadunisuiludedineaziden
agetlon Al
1.3.1 Tseazdeanisaiiunisuilaniviaeay Cll agadunisivedansiumshiuiaany

1.3.2 Mmunszegadgmiunsaiiunisnuissylilude 17.3 ()

1.4 Tunsdint nny. wivauadstiuSuusawaumsaiiunisuily Tiwdaeeu Cl anfiuntsuazdewnunisandunisudleildsunisusulsaudaluds an
wv. meluszeziaaii nny. Mviue wiasdesdiunliniignualugaviseniiuguany

1.5 @ewnunsandunisuiluldsuanuiiurauain any. wiaeau Cll azandiunisauskunisandunisudluaenans wazandunisuiloneunli
wdnasaneluimuassezamuiszyly Weliiiunasinisiansanves nnw.
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AsUsEiuAULEEIAIUNITSNEIANulUAsUasane laus

2.1 n1sUsEiuAULEeY (Risk Assessment)
2.1.1 finsseyiemnudswiunssnsanuiuasUasndulaues Gesiuiinnudesnndeanmumsleiues wasdodlnisng 9
2.1.2 3Anu Nl awasAsIEiANUEgIAIUNI TS NYIANUNUAIUAANY LY UBS WNBMLUINISIINITIANISAINULE SIS ALl

2.1.3 finsusgiiudslenananudessnunisinwanuiuasUaonisleiuesasiintu wasnansenunen1suuRnulasnsaiiugsia st
s¥AUANUIEBIAUNTSNIAMNTuAsUaenduluuashisensula (Risk Appetite)

2.2 N159AN15AULEEY (Risk treatment)

AwwImdnn1s mvaw wazdesiupnudeiivinsasaannaodiunan1sussiuanudssnunssnwianuduasUasndelues iivelvinnuded
wisteag (Residual Risk) agluszauanudesnunisshwvanuduaslasndeluvesngeusule

P ° v ado a Ao W . . 9 ) o ) ca A v ) o a a ) 9 )
finsmuuaneidinaudssidfty (Key Risk Indicator: KRI) snunssnwanuduaslasndelaeinnestesiunisaniiugsia Ivaenadasiu
AMNEAURImLLuAIlaanftlaUaSuLARZ U
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n1sUsziuaMudeInIunsineautuaslasaneluues (se) Insiavinseleuisufuifuasnszuiunislunisuimsanudssniunssnenang
fupslasniylawas dn1susyiliumnudgeniunissnenanusunsUasnseluiuss agetsslas 1 (M) ASY A9UseNaUMYsSI8aLIDanDEN1eLDY

famalUll

2.3

2.4

a = . . . .
N1IRARNLASNUNIUAINNLEYS (Risk monitoring and review)
2.3.1 fnszuun1siduszansamlunisfinny wagnumuanudssniunissnenuduasUasnielaues
AN93789IUAULELS (Risk reporting)

2.4.1 f111551891UTEAUANNLEEILAZNANITUSUNTANULEEIATUN TS N ¥ ANNTUAIUanA 8 Ll UD SRS NTTUNSURINUNIBUT L ASULDUNLNELT U
Ysgan

a

2.4.2 fimaumussdeuisufifuasnszuiunisuimsanudsainunssnwmanuiuasnlasndeleues egreeeUay 1 (nlle) AT waenNATINLNTS

o w

WaruwUasegnalitednfsy

o
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wrunsudiafeanAuslyues

3.1 dmsdaviununisiuiiadeanatunieleuas (Cybersecurity Incident Response Plan)
3.2 finsdeansununisiuliadeanaunieleasiugiyaainsineddamamanageiivszansna
3.3 fnsmumiuskumssuiiadeanaiunsleues adnsiestas 1 (i) AT lnetduudduiunulasuniseyda

o

3.4 dmsnunmiuskunsiulanesanaiumsleiues Walinisiasuulasegelitedfny
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1A o ARNTIINIMTUAUAFIUAIuAaeatEles (nw.) nihTuavsiune delud

() n’muﬂﬂszmaummen.lg“176‘1u.asnsa'umw'ig'nw'humi’s’nmﬂ'nnﬂ"uﬂaﬂaamﬁﬂ"lmua%é’unﬂwz’iaﬁ'muﬂ'i};ucé"ﬂ'lumiﬁ'ln‘iun15&'\"1un'1'i%'nmﬂ'nuﬁumﬂaaﬂr'falmuas'
dwmdumhsnuresiguarmhsnulasaieiugiudhdymeansaua utsiuuaunsnslumsyssiiuaumds mnevauswaziudetusuanaumslewes
dlefifonnarumalewes viewmansaifidwansynuviosnanelifnuansenuviennuidsmeeswiltdwuisesvieuswossuuamsaumaeasemea ol
mssnwanuiunaaensoluveiufoildeassanda fussavsnm wasdululufimmadeaiu

‘l'uﬂ'l‘ilm“ﬂimf:jﬂﬂg’lﬂjgjym:i.lﬁ'iﬂ%m (@) 'lmluimwgnmiusmsm'mtﬁm l 41 j% NIST Cybersecurity Framework
IﬂaaquuaUmE]\“JssnaUﬂjaqsn']suazu’]ﬂin’li ﬂﬂﬂﬂ‘lﬂu - Source: "NIST Framework for improving critical infrastructure cybersecunty”, www nist gov/

(o) M3TYMAITIDNIAATUUARBUNIADT ToLARBUNIADS WS\ bersccurity Framework (CSF) Core Functions:
sPUUABNRIWMeT YayaduiineIvesiuszuupeNiawmes ninddunarin
SNMEYVDIYAAG

() UIM5N5UBINUAIULEAIND1ILNATY

() 11MSN1SATIAR VLB ST IITEANATINIlYIURS

Identify—Develop the organizational understanding to manage
cybersecurity risk to systems, assets, data and capabilities.

IDENTIFY

Protect—Develop and implement the appropriate safeguards to
PROTECT ensure delivery of critical infrastructure services.

Detect—Develop and implement the appropriate activities to
identify the occurrence of a cybersecurity event.

: Respond—Develop and implement the appropriate activities to
|  RESPOND take action regarding a detected cybersecurity event.

a 4 a ) ¢
(&) nsmsdymaielinisasanuisanamunslees

(&) npsmsinvuariiugamiudsmeiiannivanaumislaues

Recover—Develop and implement the appropriate activities to
RECOVER maintain plans for resilience and to restore any capabilities or
services that were impaired due to a cybersecurity event.

u
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¢
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1.1

1.2

N1358YANUHEM122AAT (Identify)

A159ANTSNSWERY (Asset Management)

[

1.1.1 fineideundngdu (nventory) fisey UNSNGAUVIUINI i Tyuazguasnunzileuninddulndulagiu

9

£

1.1.2 N335 YVBULUNATEUBYBIUINITH fidfy wavszuumreuiamesideuselnunsauasdived

(%

8 (Direct and Significant Interface)

1.1.3 Imsnsaeuneilounindduetnteslay 1 (ile) AY vnlinswdeundadle q funsndduvesusnisidrdsy Wusulsameilounswdau
AINE1IAE

1.1.4 fimsUszidunnudssinunsinmanusiunsasadoluuesvesidnsiddiy munensissylilungibounindlude 21.1.1 sgretlestas 1 ase

nsussdiuAudeuaznagnslun1sdan1sanudes (Risk Assessment and Risk Management Strategy)

1.2.1 finmsuszdiuanuidessnumiuduasUaennsluues egnsteslas 1 a5t wsalledinisildvunlasidnfy aunugiuszdiuanudesniunissne
ANNdUAsUaandlguasnAmualilunisusmsanuides (Risk Management) auulgungusmsinnsiineanunissnsamnutiuaslasnnsleiuasi
AMEATINNITUTZNIANIAUA

1.2.2 InsUsuamglouanudsmnasmamisusslivanudesnunssnyanuivasUasndeleues
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N1338UANLEE9NR192ANAY (Identify) (5id)

1.3

nsUszIiuYeelnInasn1snAaaUL1eszuU (Vulnerability Assessment and Penetration Testing)

1.3.1 in1sUssiliutesinivesuimsiidify $198ewmnumdnnsusmsanudswesmhenu lneaseurquuinsiidAydadussuumaluladansaume
(Information Technology system) LLaziwuﬁi‘é’fﬂw@uLﬂ%aﬁﬂﬂuqmmmm (Industrial Control System: ICS)

1.3.2 vaulwnveInsUsEiiugednivesuinndfyaseunqunsussiiuauiuacUaansdevedlaad 1asevie uavanUnenssy

'
1 I

1.3.3 finsUszidiuteslnivesuinmsnafgneunazinismageussuulndla § Aeuse wiioandunsildsundasssuundifgle q duusnisndAgy

o

1.3.4 AITNATUIALTEUNITNAGOULANEIZUU (Penetration Testing) lnalanizeg 1984 szuunalulagansaume (Information Technology: IT) Mldeuse

(%

Udwmesiin (Internet Facing) TiidonmdesiusyAureIAIEs LaTRASUINANTENUNSOANULEDIIINNSIARBULNE SE UL
1.3.5 dnsanadeuliuulainveulunveinsngeulazsEuy (Scope of a Penetration Test) lasiuinsvadeulangsyuLvelaan 1A3e918 wagiey
WALATUVDIUINTNEAY

1.3.6 AISNITUIALTEUNTIAdE UL SEUURE 9 UpaUay 1 (Vﬁ\‘l) AT @WNQ’J’]M‘\TWL‘TJU

(%

1.3.7 insnsraaeuliuilainnsnaaeulng seuuLagMA@aULA¥SEUU (Penetration Testers) fivihnsvageuiaeseuuuulasaaieiiugudfny
ansauna In1ssusesnarlasuuseniafietng (Accreditations and Certifications) Mvluniawiuluanamnssy wasiludase
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N1338UANLEE9NR192ANAY (Identify) (5id)

1.3 nsuszdiugaslninazn1magaulanzszuy (Vulnerability Assessment and Penetration Testing) (§19)

1.3.9 fnszuiunisiiefnnuuaziansiutedninseylunansussdivtednivaslunan1sege e ssuULaE AT UINTe nIN S uanun sy
n1sunlvedaiiesns)

1.3.10 Insdsdunsnenuaunansnaaeuianzssuuli nny. wiie anuw. nsrunigly 30 Jutuanilasunisiesve

1.4 msdamsgliusnisnieuean (Third-Party Management)

[

1.4.1 gliusmsnnguendessuiinyeu (Responsible) kaziln1szSuiaveu (Accountable) somsguasnwaruiiuasasasielaues wilagduiunule

o

§ Amuludiuvesusnisidigy

1.4.2 IeimuamuanudunsUasndielguesvesrliusnisneuentudennasseaumsiiuinis (Service Level Agreement) visaliauluvasdyayiiu

@32

Twusnisaneusn

£%

1.4.3 aysfiarsanailiunisiesasessssulwvesdygdnlidenadasiunsaiiitonvuanisnguunevzetedadul
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11015N15UDINUAULEEIND1LNATY (Protect)

2.1 m3AwANN1sEne (Access Control)

2.1.1 In1s3riamadnfausnisidfyanizynaing Aanssy gunsal wagBumasina (Interface) NAsuay AW

2.1.2 iinmskmatinnisesiagevdndidennassnuluslidanudssniunissnumanusiuasuasndaleiuss (Cybersecurity Risk Profile) dmsulsiay
IuANSENReUSNSd Aty

2.1.3 finsiiusnerdufinvesnisidndenavan (Logs of All Access) waganunenguisnualunsinfsusn1snddey Lagamageutuiinmaniliiien
AanssuiRaunfAduysed

2.1.4 fimsnsaaeuliwdlaiimsiinfedumesing (nterface) ¥aeUnsNdAgy uazn1sidrdamneaeinea (Logical) In1smiugualaeniisanu uay
sudlunistuaniui mndulula
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111015N15UDINUANLEBIND1LNAVY (Protect) (1)

2.2

nsvilszuuiinanuudsunse (System Hardening)

(% '
[ o

2.2.1 FuwsgrumsmuuamdunimuauduasUasnsie (Security Baseline Configuration Standards) dwiuszuudjunnig weundiadu wazgunsal

v A

LASOUIYNINUATBIVTNTTEARY NdenndesiulusinaanudswIun1ssnwautuasUasnsuleiues (Cybersecurity Risk Profile)

2.2.2 1WIPUNSIMUARITUINAUANaTuAsUaensiy (Security Baseline Configuration Standards) fesiindnnissnwausiupsUasnsieateioy
Al 22.2.2 (1) - 22.2.2 (%)

2.2.3 In1sldunsgrunsmvuerduisuanutiuasUasnsiy (Security Baseline Configuration Standards) muitseyly neunazinindaula «
WawsavisallaiinisidsunlamseUSuussusmsndnfgy

2.2.4 {in1395IIFBULINTFIUNIAMUAATUIIAUAULIUAIUABAANE (Security Baseline Configuration Standard) ¥84u3n1sidAgy egeeslay 1
(nil) A

2.2.5 finszuiun1sinnisivasullas (Change Management Process)
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111015N15UDINUANLEBIND1LNAVY (Protect) (1)

2.3

2.4

2.5

Asteusasyezlna (Remote Connection)

2.3.1 inseageulindlainnmswenseszuzlnaiivuaundiusnmsiddgy dunsnissnwanudunsUasadeleiuesndussansniw

2.3.2 finsuuRanuwuinieuiatude 22.3.2 (1) - (1)

< v

doiudouauuunanld (Removable Storage Media)

Y

2.4.1 In1smuauegiadunnlunmsieuredetufinteyauuunenls wuagaunsalrauiamesiuunnmi Auusmsndfy

a ¥

2.4.2 Insihsvateyaasidungounianuesusmsiddyuudeduiindeyaiuunenls
2.4.3 Insihsvateyaasidungeuniunuesusmsnddyuudeduiindeyaiuunenls

% v Yy & 19 ¢ .
nsadeAunsErindAuauiuasUaansieluiuas (Cybersecurity Awareness)

2.5.1 wnanilunisadansevdnfmuanuiuasUaensielaues (Cybersecurity Awareness) dwsuntneu g3umun wagdlviuinisneuenyanaiaiy
Nanunsaninfslassassnug Ay nsansaumale

2.5.2 Insnumuskuaulunisainanuaseynianuanuiuaslaeasieluivesedadestay 1 A
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111015N15UDINUANLEBIND1LNAVY (Protect) (1)

2.6 msuusdudaya (Information Sharing)

2.6.1 Mvuaduneuitawdsdudeya Weatuwmgnisaiiiiedfiuanuduasasndeluvesuas seanaumdlaesludwimneriulasadanugudiy
NNANTAUNA wazaAsNIsUTTIMINansenUle o IediunisiiensuausdsemsnIsaiisesunnALAINg1?
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wudulsuisua:HanUHuUa (Policies & Practices) JN[HS

NFUNINIFIUAIUNTINBIAMULUAURRANE Y UDS

3 wasnIsnRdaunaziseifeanaamigleuas (Detect)

3.1 n1snsasausasihseisieanaunigleiuas (Cyber Threat Detection and Monitoring)

[y

3.1.1 finsasenalnuasnszuiuiio #5993U InUsenm Iesne wagseyinddeanaiunileiuesvisewmsnisaliiieatuanuduaslasndaleuasi
AEITDINUUSNTNE ARy

3.1.2 dnsnuniunalbnaznssuiunisnelude 23.1.1 egreteslay 1 (Mil9) AT
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’~ A o

NININITNTYMALIBNN1T TN USBANAIINISLYLUBS (Response)

v 9

4.1  wwunssuliaduanaamslaluas (Cybersecurity Incident Response Plan)

4.1.1 1399911 Feans Andou nuniu wazUsulR wwunmssulieduanaumislewes sunssyliluvssinauumnaujiinsdnuanuduasUasnde

lowwes ednatiosTay 1 (nils) ade
4.2 Lmumi?iamﬂun'nﬁmm (Crisis Communication Plan)
4.2.1 fnmsdavhununisdeanslunnyingaiiensvauswioingaiiAanmgmsnilifeafuanusiuasasndslowes
4.2.2 fununisdeanslunnizings FafvmueaseasiBennude 24.2.2 (1) - 1)
4.2.3 fnmsnpaaeuliulaiununsdeaslunnyingermfnsssaunuszniandiefldunanseny

4.3 fnsindaunnunisaeansluniizingneeeiosUas 1 (W) ASY
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UININITHTYLAAEBAIN1TATIINUABANAUNISLYLUDS (Response) (6iB)

4.4 msindeumnuiunsuasanelaiuas (Cybersecurity Exercise)
4.4.1 fidwsulumsindeusulieduduanmumslewes vidlussiuminiassiunindiu
4.4.2 finsnsyaaeulikilaiypainsiiieteiissyliluwnunissuiledaanatunislsiues ddusunlunsindeunnuiunslaensieleiues

4.4.3 insufUAnudvela 9 vesraenssunsivelivayaiiieosiuusn1snd1Ay e Uy wasntigaulasaiaiug Ay
ansauna e ingussasalunsnkukasaliunsindansulieduisanaiunislsues
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nsinesasiuyanudemeiiinanieanaunislyes (Cybersecurity Resilience and Recovery)

51  mssnhwuasiulanudemeniaaindeanaiunieleiuas (Cybersecurity Resilience and Recovery)
5.1.1 IMIAYILANUAINABLTEINN9g3AA (Business Continuity Plan : BCP)

5.1.2 finsilnden BCP aghatioetas 1 (Mila) Ass
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https://drive.ncsa.or.th/s/Yz4pEB9g3dqgfgXK
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1S implement NIST CSF 1a&t3 NIST SP 800-37 (RMF)

INIST Special Publication 800-37
Revision 2

N

Information Systems and Organizations SP 800-137/137A
A System Life Cycle Approach for Security and Privacy NISTIR 8011
| NISTIR 8212 & Tool

JOINT TASK FORCE f

AUTHORIZE
SP 800-37

Risk Management Framework for ‘ MONITOR

|

National Institute of
Standards ol
U.S. Depa

’ CATEGORIZE

FIPS 199
SP 800-60
CUI Registry

" 3

SP 800-18
SP 800-30
SP 800-39

SP 800-160

ASSESS
SP 800-53A

PREPARE

N

SELECT

FIPS 200
SP 800-53

\

IMPLEMENT
Many NIST Pubs

Ref : https://csrc.nist.gov/publications/detail/sp/800-37/rev-2/final
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ALU=UNaIHSUNS Hardening s:uu Website

91989 https://blog.sucuri.net/2022/11/top-12-website-hardening-tips.html
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&) ownAsp, OWASP Top Ten

OWASP #38 Open Web Application Security Project fie 1nns1g1uanudasnsievsdiuaundindu 1lainnisdn

U U 1

sufudadnindaugunse uasnuwslavssluivuaundindu 10 duduusn waglasunsneusuusgiafaintniimmn

<

Auweundnturialan Insdadeiduninsgiunisnsaaeudediniiukeunaindu Nesuieseazidenvasdesiwiinule
UoglaziinuguLse 10 SuAULsA

2017 2021
= AD1:2021-Broken Access Control
02:2017-Broken Authenticatio o~ > A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure . A03:2021-Injection

ADA:2017-XML External Entities (XXE) - (New) AD4:2021-Insecure Design

AD5:2017-Broken Access Control ; e > A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration _= A06:2021-Vulnerable and Outdated Components
AD7:2017-Cross-Site Scripting (X55) AD7:2021-Identification and Authentication Failures
ADB:2017-Insecure Deserialization Mew) ADB:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities - » A09:2021-Security Logging and Monitoring Failures®
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

91994 https://owasp.org/www-project-top-ten/
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A
1 — Keep your website patched and updated

UDWC‘IllDShﬂDEJ‘l\)ﬂh‘l\)‘lUUUlZ)UIUC‘I c1aoIosumsUsuUsoZHnuauao:)auwmumaoua.
msaUlcmnmuUaaonmwauﬁTuuaoIHJ oouuaoulmsaoamigna Govoulan wu

« S:uU CMS wSounaudduuds:nouneiu 13U Uandu SU ua:zasuvengcinug
* S:UU Webserver 13U Apache HSo PHP updates
¢ s:yudnuanis

M mstHnnaen\)lUquouuo:amsaU10c1a130 =aanNULTYY
nv‘ﬂoumwmmwaooutummnUaoIH:mson




A
2 — Reduce your attack surface

DUTUNOIHLUNAY public access port yovuaUwatAguliiuu wsu

+ Wa port AFN0UGDVIBIAIUU WU HTTP — Port 80, HTTPS — 443, FTPS / SSH —

[ Pt u - # Nmap 7.80 scan initiated Mon Feb 3 10:51:59 2020 as: nmap --max-
 ADSUsSUN1ISOvuA Disable Server Banners nep =cen reportcor NN
)S 5 (0.0 ency) .
Not shown: 986 fi 2d pgrts
SERVICE
http
ident

rootakali:~# curl -s -I 192.168.0.11
HTTP/1.1 200 QK

Date: Fri. @3 Jul 2020 19:11:88 GMT

Server: Apache/2.4.29 (Ubuntu)
Last-Modified: Sun, 21 Jun 2028 19:87:87 GMT

cisco-sccp

- WW
sip-tls

http

ETag: "2aa6-5a89c¢d520737¢" urknown

Accept-Ranges: bytes
Content-Length: 10918
Vary: Accept-Encoding
Content-Type: text/html

49154/tcp ope

49155/tcp e unknown
50001/tcp open unknown
50002/tcp open iiimsf
50003/tcp open unknown

# Nmap done at Mon Feb 3 28:52:04 2020 -- 1 IP address (1 host up)



2 — Reduce your

Shadowserver scans the entire IPv4 Internet
for over 100 different network protocols
every day, and also performs IPv6 scans
based on IPv6 hitlists for selected protocols.
These are “hello” type port scans that do not
exploit any vulnerability. They enable
identification of misconfigured, vulnerable or
abusable devices, unnecessarily exposed
attack surfaces, or simply just population
enumeration. Population enumeration
results can be found under the “population”
source type.

https://dashboard.shadowserver.org/

Unigue IP addresses per eountry

Unique IP addresses per tag

attack

middlebox

20.2M

surface (Cid)

Unigue IP addresses per country

United States
13.9M

Unigue 1P addresses over time
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3 — Remove unnecessary plugins and themes

wioosua: w\)nuumsm\nunUqusomsuaaus:)uua Us: aumssul:)utzm ucwou
yowauds (third-party components) mmmtommlaﬂona anlouGNo: goundu
tidu plugins and themes WWULELTUBUTBALTugaomMuRIUTUTdIKSUNSTOUG

il
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4 — Practice the principle of least privilege

1ﬁ0§n§ﬁau1un2unu0uaDutzmenmsnmlo lwa: ClSDOEIE)UZHllUZOD']CT]UHU'\HIUU

FnswiAvuIntAuaUS U FodaiuisafldlasUfuaaIukann1suo least
privilege X
ogvLsu KNl editor NQuatlikdulsd AlNUudDVIRTaNSUDVRQUAS:UU

I <o

There are 5 roles built into WordPress,
plus 1 that’s only seen in multisite installations,
for a total of 6 user roles. The roles are:

SubSC.rlber The Principle of

Contributor ivi
Least Privilege

Author

Editor

Administrator
Super Admin (multi-site only)
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5 — Restrict access to your admin panel

NSLWUNJS:UULWVUDVRAQLAS:UU CMS U WordPress Nauisatdnivlalagansisiu:
JolntHdgvconisgnloud

ANSIWUAIUUADQASUDVUWONQUASIUU

+ USulasu Link Login dHSU Admin /wp-login.php

e DAQAIUWHIYIUTUNIS Login

« 3 CAPTCHA @




6 — Use strong, unique passwords
= N

43003
43004
43005
43006
43007
43008
43¢ CoPY
43010
43011
43012
43013
43014
43015
43016
43017

19n10

wir
wjs
wjshosaidong
wjshadisi
wjt
wiu

Find Selection >
M,j[vdsivq
wijw
wjwoaini
wjx
wiy
wjz
wjz7352421
wk97117

& github.com

SHaWu w,j[vdsivd
JanQnyxssoilu?

Uolavn https://github.com/buyanov/passwords/blob/master/dict.txt
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6 — Use strong, unique passwords (Cid)

ADJSDNUS=D81VUDE 10 ¢ ucivhano 14 m:a Foadu uoanusm:wuwtﬁm IonUSWUWLaAN Olay
wna: amanum IUZUHquuwamunSUHsauauaounna DNUS: WAaOATUN KSDDVAAS Iun:stuuaua
FHrudmAKIlavIe 8o Suldaudiia taudasus:=818u L1AvsKaniu

Password Strength Chart SANDSTORM" 5 Steps to Create a

This is based on the average brute forcing (botnet) power in 2019. Strong Password

Dreaming up a strong password begins with thinking

123456

Top 10.000 password

qwerty 123454

Longer “common” password

ITFunSom3times

Longer password with numbers

ITiSfun$SOm3times!

Longer password with numbers
and special characters

imusingalongpasswordtoday

Even Longer password

imuSingalongpaS$Sword+oday!

Even Longer password with numbers

and s ial characters

0.20 milliseconds
13 hours

48 thousand years Risky

13 trillion years Good

213 trillion years

2 octillion years

Please Note: These passwords are for demonsiration purposes ONLY and are not fo be used.

beyond just creative phrases. You need to incorporate
numbers, symbols, and punctuation, too.

Use Include Avoid real words
numbers characters or phrases
|
—=n

— NOh@c[<Er5W3IcOm3\
=

Prioritize password length

(1D P,

Interchange uppercase
and lowercase letters
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7 — Use multi-factor authentication

mssusaon:nunnmaoo:)ﬂHawUaaaluu:Jsmssusaon:nunnmaonaw:smﬂuaua
Us:z91douUs: mncnoq Lwaauaummuuaowtu Iouwumuua:)luumssausUuuums
susaon:nunnmaontduaas mnnumoumaaosduuuuutu

| o hen |
CDDEV
« Something you know (a password)

« Something you have (a security token, OTP)
 Something you are (biometrics)

I:LOGGED IN:I

Nmiom:; Institute :f .
NIST e WwWw.nist.gov
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8 — Access over HTTPS

BUTBAAISWNAVWIU HTTPS —uauan\)HucﬂosumSLmSHaamanaonas HJwN1sduv1NYa A TUgoya B

SSL Certificate AD Zususaoatannsauna lUuIWauauauumlan nIoumswnIanu Private Key uaomsao
13SWDS IWadiugiuchauua: ADUQNADVIUNISAVTUDAS: H310LASDVLESWIDDSAULSULUSIILBDSHED Application A
Gou ImiswdnsKanaznoasKariuinAiulad SSL/TLS Kindayagnandululd dayandvidndiuuanans twsizuan

1NdS v:liawnsandasKavoyala
HTTP vs HTTPS

User Normal HTTP (280)

E m/‘ Insecure

\\\~_.// Connection

| |
||||
|

User Secure HTTPS (443)

1l
gl

7 (il
3 £

Encrypted
Connection
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9 — Monitor your website and keep up with its log activity

Audit Logs Frames: 0 Links: 23 Seripts: 9 Site is not Clean

Log ﬁnmu:—hﬁfy:-_i’m-is“umsms:aaauﬁutzsd uanond
FJ\JUUs-taudmmﬁaﬁaomsufﬂuUmmmomnﬁm@a
Q1S20a2UAUSUNQBDUUDVIRIE AJSINNSIAU Log P ————
fionssucitva uaooutzmlwammsnu1u1msaoaauHsa

StAsHADASSUCVY WptAaUtuKTu

R admin Core file marked as fixed: (multiple entrie.

[ system Warning: New file added wp-admin/priv.

v Google Safe Browsing
> system WordPress version detected 4.9-alpha-... ' Norton Safe Web
p system Warning: File modified: (multiple entries): ' Phish tank

+" Opera browser
v SiteAdvisor

o/ Suriri Malware | ahs hiacklist
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10 — Use input sanitization techniques

Input sanitization a:10umsnsavdoya Input AWWNGSUTBA usnvInlgvlavAaunisloudoin SQL injection
attacks K5 Cross-site-scripting (XSS) AdsduiasnsUovnu Input LU

e MSSU Input NUU DnUS:WIAY

¢ DINQAIWYIDADDNUSUDY Input

«  mssuslauov Input 16U Wuddnus Ko cdlau Wudu

! UNION SELECT username, password FROM users——

SQL Injection.
SELECT name, description FROM products WHERE category
lisar. ‘U'ISI’iI]i'.I’HS | = 'Gifts' UNION SELECT username, password FROM users—-—

Password .i mypassword

)
.
select ¥ from Users where user_id= * srinivas * ™=

and password = " mypasswond

Llserld.l‘ﬂnl = 13 |

F-nr.::wu-ll!:i LT - | \'\_'
\
i
select * from Users where user id=""0R 1 =1; /*"
and password = " ¥/

Hessons, DIogspol. onm

........................ e
{ : —4—{{* All passwords T
‘ L S Al usernames } <
> .
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11 — Use a web application firewall

Web Application Firewall (WAF) 0utndoviionidUoviiu Web application ®1nn1sloudniunio Application
Layer uaaUﬂUaor.)uuanalnuutoamsnsaoua ms:oaauUsmmuaua HTTP s:H3wDuuaUwalaguua:

5utnastiialagndiud:unUoviSuusuwaladudnnistoud wu DDoS Protection , Cross-site- -scripting (XSS) ,
wa: SQL-injection

Valid request

' . Valid requests /—\

L=
ﬂ Malicious request . ' "

L)
. (O
LQ
Web application Application/Website
firewall(WAF) server
Valid request

rules




govnivaaciodiksuAmuu=un
dwa thaicert@ncsa.or.th

dunviuAtuzAssuMsmMssSnuIAIWLUAVUaROASTBIUDSUHVBA (anus.) @ Youtube NCSA Thailand
120 K 3 1MsSgUs:Maunna (21A1sd) Bu 7 AUISIWASIDAUWS:LAYSE 80 WSSL .
5 Su1AU 2550 AUULDIVICUU: LYIVMOADVHRDY LWAKANE ASVLINWY 10210 wow Website https://www.ncsa.or.th/

K8 Facebook NCSA Thailand
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