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NFTHNTNHUNNE dNNAREUNTTHVNLSsmALNe

HRNEANANS115E a1NNYUNNEASEEAR (GMI, HTInenaemAlUlagiinssaaNnaNauL3)
IAPP Fellow of Information Privacy (FIP)

IAPP KnowledgeNet Chapter Chair (Thailand)

CIPP/US, CIPP/E (GDPR), CIPP/A, IAPP Certified Information Privacy Professional
CIPM, TIAPP Certified Information Privacy Manager

Europrivacy Implementer

EXIN Certified Data Protection Officer, Accredited Trainer

Maastricht University European Centre on Privacy and Cybersecurity Certified Data
Protection Officer

PECB Certified ISO/IEC 27701 Senior Lead Implementer, Certified Trainer

EXIN Certified Information Security Officer

Certified GRC Auditor (GRCA), Certified GRC Professional (GRCP)

PECB Certified Data Protection Officer, Certified Trainer

PECB Certified ISO/IEC 27001 Senior Lead Implementer, Certified Trainer
Practitioner Certificate in Personal Protection Act Data Protection (Singapore) 2020
Academy of European Law on European Data Protection Law

EFH Europrivacy™Academy Tech, Law & Security Program, Fulbright H. Humphrey Fellow, AUWCL (2019-2020)

SPPRAudand Gertifieation Gorses Research Fellow, Max Planck Institute Luxembourg (2020-2022)
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“We now live in an interconnected world where data is as valuable as gold.”

Russell Densmore, Privacy Program Management, 3rd ED
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Canada

Thailand

Brazil

South Africa
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New Zealand
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IAPP-EY Annual Privacy Compliance with GDPR, US state laws, such as CCPA/CPRA, and other laws and regulations

Governance Report 2021 continue to rank as top privacy priorities

Compliance with GDPR 32%
Regulatory and legal compliance beyond GDPR and U.S. state privacy laws 18%
Meet the expectations of business clients and partners 15%
Compliance with CCPA/CPRA or other U.S. state privacy laws 12%
Safeguard data against attacks and threats 10%

Enhance or maintain company reputation and brand 7%
Reduce the risk of employee and consumer lawsuits 2%

Maintain or enhance the value of information assets 2%

Increase revenue 0%

Other 3%

iapp EY
IAPP-EY Annual Privacy Governance Report 2021, p.35 working worid




lapp

Have you stopped using an organization after it was the target of a data breach? OFFICIAL

PARTNER

' Don't know, 5%

Yes, always

48%

Yes, on some occasions /

IAPP Report, Privacy and Consumer Trust (2023), p.35
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GDPR Art. 4(1) “personal data” means any information
relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is
one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or
to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social

identity of that natural person;

California Consumer Privacy Act (CCPA) “Personal
information” means information that identifies, relates
to, describes, is reasonably capable of being associated
with, or could reasonably be linked, directly or

indirectly, with a particular consumer or household.
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aaga&huqﬂﬂa (Personal Data)
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Organisational Personal Data

Credit nMn: IAPP, CIPP/E

Credit a7NW; IAPP, CIPP/E Course Material
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Privacy Operational Life Cycle
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Data Life Cycle
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Confidentiality Breach Integrity Breach Availability Breach
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waailnwerriayaduuAna 1aels1Aann finsulaeuilag uiladayaduuera | duyanald wiaiimsvianadayadruynna vinlik
sunavsalaafizall nanaanaie Wilignetas liauusal vealinsudiu | dayadruupraliadluanwitnsantdanuldauiing
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Neandadanataunwsagraaaifwe | 1. ssuulWwnilu call center 2a9NAILANDLAFI
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yAPaTusELLIRaUlal saninge mMsaudindneaeil léun nsfinaguag ANNILAASHAZAINTAIADNNIAAATANINAILAN
ANAINN L IasaaNaliRiayaaIu anfsumshigndasintidelundavil | dayadnmnalisnansalifusnsléshasm
yARaTVaaaNAINTELILABNTILAAS Talfied e 2. iAIUANINAEILLIARAYNALIANATHN I L2 RS
ADIANIANT laeignlanfianniiandsisenaila (Ransomware)
2. avANsannLRibyadIvYARad15aal Il SanaEIULARAUNAAIRAILIANEILLARAGN
USB siann USB sananignaluelilnga winsrialaerlant (hacker) waglsifiziayadnsag Ag
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(Recover and Post Incident Response) AIUN1SmuunsnIsiaiiunasmisnzannassiu aavauay uila usalunanimainuinnisazin
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wUINIUNNS51AN5HINN1SAUR

Nﬂ’)‘]_l ﬂll?lﬂllﬂﬂ’)‘l&llﬂﬂaﬂ’lﬁlﬁlﬂﬂﬂﬂﬂlﬁuﬂ’lﬁuﬂdlﬁm

Please act promptly to report any data breaches. If you discover a data breach, then

ﬂﬁﬁaulﬂlﬂﬂlﬂuaﬂquﬂﬂﬂa l,l,ﬂ a’]CL!ﬂ\fI”]cL!L‘W a‘ﬂ 31119 please notify the Data Protection Officer (DPO) immediately via email and telephone.
‘WQ’]‘j m’]\lﬂ ‘[}i’]ﬂNﬂ’g‘uﬂﬁ\]‘ﬂaﬁ\]aﬂ’gu‘uﬂﬂawaau&lﬂ’r][;mm It is extremely important that all employees report breaches promptly since our
. \L . . organisation is required to formally notify the PDPC of the data breach within 72 hours
N13a2LH mﬂammuuﬂﬂauu uummmmm HNANTLNL f the broach date / time under the PDPA
maﬂ%ﬁLLauLﬂﬁﬂqWﬂaﬁﬂﬂﬂa (ﬁ\j 533Jadﬂ§m%°2|auaa’3u Please note it is the responsibility of the Data Protection Officer (DPO) and Senior
C]Jﬂﬂ a mqg\ufwmﬂq cjawlﬂ\l ﬂﬁﬂall aaquuﬂﬂauu Lﬁuﬂag\lamg\l Man%lgedment to formally investigate the breach and inform the relevant bodies if
required.
ﬂ’]ll']‘éﬂ‘eiu‘]_l @]’J‘l_lﬂﬂa‘i/lL‘]JULQ']"ZI@G"ZIQN@H’JU‘U@@]&I@ 1130
Please complete this form to the best of your abilities giving as much information as
bzlauamuuﬂﬂauuluaﬂiuamwmimmlmLuaamﬂu possible to make an initial assessment.
1esMsn A lLladfitiewa mammauimm%aaalﬁ Failure to notify a data breach in a timely fashion may result in disciplinary action
Steps to take:

1. Call the office and speak to the Data Protection Officer on xxxxxxx

TUN15NARARINLIUEINATY wmuﬂmammuuﬂﬂauﬁmm
Twwammaaa Laﬂa’]‘c‘i‘l/ﬁa?ﬁaﬂﬁ’]ulﬂ&l?ﬂﬂlfl/‘iﬁ]‘i/lﬂ’)‘élﬂ‘j‘]_l
N1SEINLIL %Gﬁ?ﬂﬂd‘é’lﬁlawlﬂ&lﬂLﬂEI’Jﬂ‘]JﬁJ’]G]‘éﬂ’]‘Jﬁﬂ‘]&P’]ﬂ’J’]ﬁJ

2. Complete section 1 of this form and email it to DPO@.......

What Happens Next:
NUﬂﬁﬂﬂaﬂﬂﬂﬂaﬂﬂaHﬂﬂ?u‘]ﬁlﬂﬂa‘lﬁcjaﬂlaaﬂa‘lﬁ@ i‘iﬁ The Data Protection Officer (DPO) will complete the remainder of the form (Section 2)
é’]ﬁﬂ\]']u‘i/a\l NN136U41 and investigate further.

(Breach Record: Internal Documentation) Data Breach Report Form
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{2fa1U (availability breach) 2awiayadINLAAA

lunsaiivinnsazilinalad WUARAINAANNMTHLEUNNSADIHLSEHIANARLAGINLAAA “ULILANTTLIYG" (become aware) IAEANNTHUTALEN1IL

WHaKAILANIANAF IULARA LATLINISEANANNNLISENIaNAZIANAF IULARA UNEIANNINNISIENTLSEERIAN 72 ZIl1 IENTLIHa AU INHLSEIA

NaialaaINLRAA (R2ia 3) Usenay) uasluiannadszitinani (Data Processing Agreement) Aavaiuuaiinyizadnilssananadayadiulnaa [vaiai

TaavaiunisatinalsinawaaiuayurasiinusmiianuasanstuguznLANaNadILAAaaanNsaginaaa L ARARIY

avAnsHmheaadaliinasnisiiamaiiawazsdaaaansinaliniulainaaAnsazainnsa “nsnmie” lanalussaziainvsnzannaliansa s

NISENNRIUADUEN 9 NnguNIanMuuRdne e Natiwailaaiuiliasansiiiieinaaladn “ldasnsansIanumsansuwien” s anuuienianil

1A IHNINSTNISNUZEULAD LOARNAANINIFTAR AN INSTNITHINAT aaﬁﬂﬁﬁaﬁ%ﬁﬂﬁﬁaaﬁf%%m‘sﬁfiﬂLﬁmm&;m‘samﬁmﬁaaﬂa&huqﬂﬂamﬂimzﬂz
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PDPA Awareness (v.2023) SOURCE: Guidelines 9/2022 on personal data breach notification under GDPR

90



@ I, E \\
lapp ,/’,'5\

OFFICIAL
TRAINING 2
PARTNER DPOaa$sS

anSaaaranzagdayadivunAantaznIsUsIsIAN1ans

Vil




vl ¢l fu
d ;_(.*1 W g--;j [

B N RS ;;j .
l .
- S

=

DN 0

Py o — —

%
‘b

5

L

i

R

\
TAA
1
d

|}

‘UK
r ;
\ A

.

\

_

s

5

A\
A

i

(R
l &St
WA

\
W'

Al
WY
u.\

i

el T
S . ” A
£ e ;Z.

4

ST Wae



Data Subjects’ Rights

| ‘
1]

DATA | ~ B A
S ng é EI gg “Control as a Central Notion in the
UNDER |/ Discussion on Data Subject Rights ”
GDPR ¥

R 4 K /
b

HELENA U,
VRABEC

(“msAuANluwAnaniuNIsafilseEag

oxrORD avndzagiangagiayadIuLnna”)
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Data Subjects’ Rights

avbaaaanaaiana e
mawmﬁﬁaLLazézla%’uéﬁLmiTaaﬂa (Access)

p=" QU QJ A & QU U LA e
Ns2alaunsasuayaiinuuuLIanluglf (Data portability)
N15AaARATUNSILRIANS (Objection)
n1s2aliaunaaniang (Erasure)

N1992411N13L2f (Restriction)

L O O O O O

nsaavinlviayagnaad (Rectification)
11631 30-36
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anSaaaangavdayadivuana/Rights of Data Subject

Right to be anaaarzing.;
informed: #1da Rights of Access
waMsilazina (PDPA Art.30)
WaY (PDPA

Art.23, 25)

ANENISARATU:
Rights to Objection
(PDPA Art.32)

Picture by ICO

angaaunla :
Right to Rectification
(PDPA Art.36)

/ 18 YeARS ouﬂ\
o o

analunisaalviaul:

Right to Erasure
(PDPA Art.33)
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dnalaneinel:
Right to Data Portability
(PDPA Art.31)

anatunsssdil:
Right to Restriction
(PDPA Art.34)

ANatnnaadMINNEUIAN:
Right to withdraw

consent
(PDPA Art.19)

analunissadaai:
Right to lodge a

complaint
(PDPA Art 73)




The Policy Life Cycle
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Privacy Notice v Privacy Policy

POLICY & o
NOTICE

[— g

Privacy PolIcy nu privacy Notice
ANAUBENIS

C PRIVAGY NOTICE
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PRIVACY POLICY
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AANWINganumsifusousou 1§ neilnwetayadouunna =
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kﬁuna‘nn'13||a:|ﬂaulvmum;]mnaFjuﬂse)\n'it-)gasi:)uu,ﬂna

ddnuiuAruznssunis

9934 : Russell Densmore, Privacy I’rogram Management . }
¥# | AuAsovUaadiuynna
@

KU 88 “Privacy Notice versus Privacy Policy”
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PRIVACY NOTICE
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9313 uniingvaneUtyel®

v
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“AUINUUATNGUYAAIMNTIN” MUIBAINTT aunauvIamirsauilunissungy

YDINUILAIUNIDAINTAITIN TN INTIUB IS geaIvnssu M3an15UIN1TARe LiNaingUuszasa
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. Ussinnuazanwazlunisnisudeinguszasduassvazidenlunisinusiusiudaya
dauyana

nsudeinguszasduarsteaziBunlumaiiusiusiu 14 wasilnwmedayadiuynnaunn
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vl 3Fn15ldeUnsal U Insdnniliens luni1sudstaya (Providing Privacy

Information on Mobile Devices)

What we do with
your information

What information do we
collect from you?

Why do we collect this
information?

Who do we share your
information with?

How long do we keep hold
of your information?

How can I access the
information you hold about
me?

Who can I complain to?

WAL é’wa%ﬁagamn https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-
the-general-data-protection-regulation-gdpr/ the-right-to-be-informed/ what-methods-can-we-

use-to-provide-privacy-information/
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analunisaalavens (Right to Data Portability)
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anatlunisaaliiau (Right to Erasure)
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i

anslun1ss=yunsldy
VoUad9IUUAAA (Right to restrict processing)

4

@

anstuniss:Jumstdvoyadouynna AanisnvayadouunnadvognuodAns
isiavrnsliauisnidndous:usawaioyadusialUln nanriitAIsveToya

douynnan:veldanss=-Jumsidieyadouynnal 4 nscisl

(
IJouAIUAUVAadIUUAAADES:HINNISASIRdaUMUNINIVaITaadouUUAnNASOIVD ﬂq ’] N “ N r| EI .

TRsitumstAveyagdouunnadugneiod IDUT99UU duysni na:lunelRiNnAUT TR

ieveyaaouunnaduifiusausou 1§ ndailnwelnslisou | ﬁa 39\! a gi ,3 u(]_ql ﬂ ﬂ a roq Y Q ﬂ Lﬁ (]_I\lfﬁﬂ Ellg\i ﬁ ﬂ fl ﬁ
poannruIgIFIgvadvayadouunnavalis=-Juinunisau : .
U3zHIaNaLNHNLAW

- "
: |

ievoyaaouunnaruanawINduTumMssnuldmuinnUs:avAtunisifiusausouiayadouunna
isidvedveyadouunnadnawsudusiodvelAifuly IWeldlumsroavansiSonsoumunnruig
UfuAmurSenistdansisendovmunnrune nomseniusiodansiSonsednunnrung

J

¢ mswaeLlumsAnMumsifiusausauToyavNNstingrouAuTaya
douunnaldifiuveyaveuisiinegiuds:-Tosuansistu: rSaus:lgsu

iletjnauAuToyadouunAaagius=HIN ...

InesausisennrueINeufiasnisAnfuvevrinvedieyadouunna &
HSo "4 .
¢ N1SMSIVAOUISOVINEINUNISIFENNINFANERS US=IRAFINS /. Ee— ‘

nSoanmiWeudiasmsAnfuvadKivedvoyadouunna

drdnouaruznssunis
s | Auasavlayadiuynna

]

PDPA Awareness (v.2023)

109



anslunisszdunislzndayay (Right to Restriction)

winanatazalissiunisizddaya
(1) aeiluserINI5ATIAEALANNYNAAGLANADNANNING 36

(2) Maszgananalizauniangunig (W51 33 (4)) welaadaiaaIuLAAaa
W5231N3 [INUINI5ail

(3) WariayadiuAnanNaANHANTIUANINISEaA lRwiaadINLAAAIA
hinusninlinalzilun1snanadnatsansaanIUNNUNIE 489

(4) WiarAuANaadIvLAAaaelusEnINISHgaunuNIng 32 (1)
[Objection to Public Task/LI] #3ansiadauninuing 32(3) [Research] 1
UHEENISANAIUARNLANARNIANAFIULIAAANINNINGT 32 I55AFTH

PDPA Awareness (v.2023)

110



anslunisszdunislzndayay (Right to Restriction)

maﬁm%g&’umﬂiﬁé’imga&huqﬂﬂa ﬁagaasgnﬂsguqawaﬁia‘lﬂlﬁ

).

a
1) lesuanuiiveanivisiainazaganaduLnAa
2
3
4

e ldaNEIEaNTaam NN ViNNE

Lﬁaﬁﬂﬂmawﬁﬂaauﬂﬂaau

Gdo

PIEILNANANUANG15eULSE eIl Td N AEY

AN N N TN

)
)
)
) b

NAYUANANanaduAdIIAaddaNanavantdndalimnaiunis
Uszuana

PDPA Awareness (v.2023)

111



@ I, E \\
lapp ,/’,'5\

OFFICIAL
TRAINING ..
PARTNER DPOaa$sS

TasiinuNaaudauadasan1aaldansaadg

IAadAaNadINLANA




A1SARNTITANSI/2AA5 IS5 21U

\?UHOU WSoUSU DSRS

DSRs (Data Subject Requests)

AANAISUNTULAINSZLUIUNTS

1. 9umunlszsanaaafisad/Ana/Aasaaiaeid -
ArMuAISNIS / 9ATUNIS el TnenIsUs=auau
N oo e o o §vuﬁw§?uvaiﬁﬁn§vao ﬁy@'ﬁav\zagaTuaJﬁ’ns
2. qﬂﬂaﬁlmuuauumﬂiﬁﬁumﬁaa Recipient(s) Rl aduyana noyiioyaluodins

3. NSAANIFHLILITINAILE

4. SLUUNSARNIN N1F51EMTU BASNISAALNALNTIUNNS N T————

AUnVaYanIUA1SoY nouduavsaAvolEans $18N1sfionssun1sUs:udawa
IWomItuNS la:ztAinmwanInUfias (ROPA) IWaN1SMSI9d0U

5. n15taaan (Redress)

KUNBIKR : nszusuNstiduiWevenu=tniidu evAnsaiunsneaniiuuns:usumsidusgwalthgenndovnunnruiels
: JeguunstiAlSavvaifivia:vesSudnuvayadouunnaniuuimasi 30 IKY W.S.U. AuAsavValadouunnad
wRouAuTeyadouyAnasiovdIdunIsmUAVeIRalUENEY IsFodluInu 30 SuduiAsURTASUATVE

|
N0.37 «{@ ) |
\.'9
Se !‘ . ‘

PDPA Awareness (v.2023)

113



Access requests and right-to-erasure requests are the
most common DSRs across firms, with at least two-thirds
receiving them

Types of DSRs received in past year

Access requests 72%

Right-to-erasure requests

Rectification requests 28%
Do-not-sell requests 28%
Processing restrictions and objections 24%

Data portability requests 14%

None 1%

o
R

Unsure

IAPP-EY Annual Privacy Governance Report 2021 Data Subject Requests



More than half of organizations handle DSRs manually, while 1
in 3 have automated the process

How DSRs are handled

Entirely manual and ad hoc .
Haven't addressed this/unsure

Automated

Overall manual: 52%

Overall automated: 35%

Entirel I r :
ntirely manual but mature Partially automated

IAPP-EY Annual Privacy Governance Report 2021 Data Subject Requests
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ﬁﬂlﬁmﬁiﬂﬂﬁ!ﬂﬁ’%‘i HIATUUN: ﬂ%’uﬁ‘gdmﬂ EDPB Respect Individuals’ Rights (Data Protection Guide for Small Business)
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Right to Erasure
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Data Breach Possible Outcome
A r————-

No. Of class  Actual Damage Punitive Damages Attorney Contingency

members (AD) (PD) Fee (ACF)
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Possible Total Damage

Awarded Damages
[ AD + 2[AD] ] x No. of class member

for Class’s Members

[ 1,000 + 2[1,000] ] x 10,000 —

Attorney Fee = 30% of Awarded Damages for Class’s members

30 % x 30,000,000 =
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